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ABSTRACT 
Typically, WSNs are implemented in several applications with various topologies. Nodes use wireless mode of 

communication, and unattended areas are typically selected for WSN deployment. Attack risk is higher in 

WSNs. Furthermore, the WSN nodes have severe resource constraints. It is quite difficult to provide security 

in such a setting. Numerous protocols for key management chores and encryption strategies for maintaining 

security in the WSN environment have been documented in literature. The criticality of the data being 

transferred over the network determines how complex the assault will be. Applications that monitor agriculture, 

for example, are safe from attacks. However, applications related to the military and healthcare could attract 

attackers who are far more skilled. Applications that involve process control and habitat monitoring attract 

attackers with medium to low skill levels. There isn't a single protocol available right now that could be flexible 

enough to meet the different requirements of the apps, which typically have variable security requirements. For 

these different applications, there are differences in the key management task, which is strongly related to the 

security requirements. As a result, the precise kind and complexity of the key management technique must be 

chosen and built in accordance with the necessary level of security, the capabilities of the hardware devices 

available, and the network topology that is used. 

1. Introduction 

The field of patient safety has grown in importance as a result of the growing complexity of healthcare 

systems and the rising rate of patient injuries in healthcare facilities. Its fundamental objective is to 

prevent and reduce risks, errors, and harm that patients may suffer when obtaining healthcare services. 

Fundamental to this discipline is the concept of continuous development, which is reached by a 

thorough understanding of errors and unfortunate events [1]. The significance of patient safety cannot 

be overstated, since it is an essential element in delivering essential healthcare services of high calibre. 

The significance of patient safety cannot be overstated, since it is an essential element in delivering 

essential healthcare services of high calibre. The global consensus is that the most important factors in 

providing effective healthcare should be safety, efficacy, and patient-centeredness. To fully benefit 

from high-quality healthcare, timely, egalitarian, integrated, and efficient services are also required [2]. 

The effective implementation of patient safety measures requires the cooperation of several crucial 

elements. It is imperative that healthcare institutions adopt unambiguous rules that prioritise patient 

safety [3]. Promoting the acceptance and use of patient safety measures requires strong leadership 

skills. Finding problem areas and enabling safety improvements require data accessibility [6]. Skilled 

healthcare workers are essential to provide safe and effective treatment to patients [12].  

Finally, in order to ensure comprehensive and individualised safety precautions, it is imperative that 

patients actively participate in their care. Insufficient mechanisms create an environment that increases 

the likelihood of errors or the incapacity to prevent them, resulting in adverse consequences [4]. 

Healthcare has been categorised as a "high-hazard industry" due to the inherent risks of disease and 

death. The developments in the field of medical electronics have led to an increase in the popularity of 

medical sensing. Numerous locations, including residences, workplaces, hospitals, and living quarters, 

are using it [5]. In the medical industry, sensors are used to track a variety of indicators, such as heart 

rate and physical activity. The sensors can also be worn outside the body to monitor the human body's 

exterior organs. Wearable sensors provide a practical way for warriors to track their actions on the front 

lines of battle, for patients receiving chronic illness treatment to measure their progress in 

rehabilitation, and for athletes to track their activity [9]. With the use of key management techniques, 

secure associations in the form of security keys can be created between the communication nodes. A 

number of tasks are included in key management, such as the creation, sharing, storing, using, and 

replacing of security keys. Keys fall into two general categories: symmetric and asymmetric. In the 

former type, both parties to the communication share the same key, meaning that it is used for both 
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encryption and decryption. It is necessary to distribute, infer, and store symmetric keys securely. 

Conversely, in the asymmetric category, two separate but related keys are employed. 

2. Methodology 

When using basic cryptographic approaches, key generation and its subsequent exchange result in 

significant energy usage and communication overhead. Advances in technology have led to the 

development of multiple cryptographic protocols for the production and agreement of keys. Each of 

these technologies has advantages and disadvantages of its own, and they all respond differently 

depending on the situation. Therefore, it is necessary to create a particular protocol that may be adjusted 

to various situations [11].  Three key generation strategies were developed for the proposed research, 

which allows the sender to encrypt data and send it securely to the recipient [7]. 

 

Figure 1. Proposed overflow 

This section provides an effective approach for key management that is centred on The Optimal Cluster 

Based Key Management System (OC-KMS) is advised for heterogeneous wireless sensor networks. It 

is possible to expand this security architecture for large-scale systems that need complete protection. 

Sensor node data is gathered by the BS, which then computes the confidence gain (trust value).Based 

on the trust values, which gather all information from other cluster nodes, BS chooses the CH for each 

Cluster [8]. The only direct connections that the CHs are eligible for are with the BS and node of 

neighbouring CHs. Every cluster node has a distinct ID, which is dispersed at random. The method 

used to transport data between the source and destination nodes is called certificate-less signcryption. 

The first thing to do is cluster using the Modified Animal Diaspora (MAD) algorithm. The Modified 

Animal Diaspora (MAD) optimisation algorithm can be divided into two parts: the Diaspora process 

and the updating process, which determines an appropriate optimal solution [13]. 

3. Results And Discussion 

It is recommended to simulate the key management approach for WSNs using the Network Simulator 

(NS2) tool. This experiment uses a network with 300, 400, 500, 600, and 700 randomly distributed 



78 | P a g e 

Cybersecurity And Compliance In Healthcare: A Study On Key Management And Other Regulatory 

Requirements. 

SEEJPH 2024  Posted: 14-06-2024 

  

 

sensor nodes dispersed over a 1000 1000 metre region to test various network layer assaults. Each node 

has a radio transmission range of about 250 meters, and the channel can carry two megabits of data per 

second. The efficiency of the proposed system (OC-KMS) is evaluated by varying the number of nodes 

with a defined number attack of 5 and the iteration level of the optimisation algorithm of 100 [10]. 

Figure 2's delay efficiency for each of the nodes and the delay of the put-forth OC-KMS are clearly 

visible as being better than those of the current DKMM system, but not as good as they are when 

considering the increase in node count. 

 

Figure 2. Number of Nodes Vs Delay 

The efficiency of the distribution ratio in relation to the different nodes is mapped in Figure 3, where 

it is evident that the distribution ratio of the proposed OC-KMS is significantly higher than that of the 

current DKMM system, while slightly lower than the rise in nodes. 

 

Figure 3. Number of Nodes Vs Delivery Ratio 

Figure 4 maps the efficiency of energy consumption with respect to the different nodes. It is evident 

that the energy consumption of the proposed OC-KMS is significantly lower than that of the present 

DKMM approach, although it is larger when considering the increase in the number of nodes. 
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Figure 4. Number of Nodes Vs Energy Consumption 

We plot the network lifetime with regard to the various nodes in Figure 5. The network lifetime of 

the proposed OCKMS is far longer than that of the current DKMM system, and it is accurately 

represented. 

 

Figure 5. Number of Nodes Vs Network Lifetime 

Large-scale applications such as target tracking and surveillance, military, SMART city, health care 

monitoring, etc. need high security together with support for node mobility. The Modified Animal 

Diaspora (MAD) optimisation technique and the JAYA trust model, two unique clustering and cluster 

head (CH) selection models, were provided in the third part of the requested research, which was the 

design of a security framework. 

4. Conclusion 

The suggested study focusses on applications that require differing degrees of security and come in a 

range of sizes. The outcomes of the suggested strategies successfully prevented a number of security 

assaults, including node capture and jammer attempts. The suggested security measures protect the 
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devices communicating within the WSN and preserve the privacy, integrity, and confidentiality of the 

information that is transmitted. The freedom granted to nodes to join and leave the network at any time 

without warning is one of WSN's primary characteristics. The original method that was put forth used 

the channel hopping methodology to perform dynamic key generation, which led to a dynamic key 

update for each conversation that was started over a new channel. Adversaries can simply infiltrate 

malicious nodes into the WSN and use them to launch a variety of assaults. A jamming attack involves 

the attacker jamming the transmission path, which causes the data to be transmitted corruptly. The 

suggested method uses dynamic key management, which causes the data to switch channels while it is 

being transmitted. As a result, the amount of time data travels across any given channel is decreased. 

This reduces the likelihood that enemies will mount a successful attack because the transiting channels 

are constantly shifting. 
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