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ABSTRACT 

Healthcare fraud can lead to significant financial losses and disrupt patient care. 

Detecting fraud in medical claims is a challenging task due to the volume of data 

and changing fraud patterns. Machine learning (ML) techniques, especially 

boosting techniques, have shown great success in improving the accuracy of fraud 

detection. Boosting algorithms such as Adaptive Boosting (AdaBoost), Gradient 

Boosting, and Extreme Gradient Boosting (XGBoost) improve predictive 

performance by combining weak classifiers into a robust model. This paper has 

develop a framework by using ensemble learning based ML models like XGBoost, 

LightGBM, and found that they performs well as compare to other methods. The 

method also uses SMOTE for resolving class imbalance problem in dataset. The 

work has been performed on Medicare claim dataset provided by Kaggle. This 

paper investigates the use of a special technology for medical fraud detection and 

compares its results with other models. Experimental results show that the 

developed system can improve the accuracy of classification, recall, and 

correctness, becoming a powerful tool for medical care fraud detection. Future 

research can focus on the integration of deep learning and descriptive AI techniques 

to improve fraud detection and further explanation. 

1. Introduction 

Healthcare fraud is a significant challenge that leads to substantial financial losses and affects 

the quality of care provided to patients. Fraudulent activities in healthcare include false claims, 

billing for unprovided services, duplicate billing, and identity theft (He et al., 2021). According 

to the National Health Care Anti-Fraud Association (NHCAA), healthcare fraud costs the 

industry billions of dollars annually, impacting insurers, healthcare providers, and patients 

(NHCAA, 2023).According to the Federal Bureau of Investigation (FBI), healthcare fraud 

costs the United States an estimated $100 billion annually, impacting healthcare costs and 

service quality (FBI, 2022).Fraudulent claims drive up healthcare costs and premiums, leading 

to increased expenses for patients and insurers (CMS, 2023).The Global Healthcare Fraud 

Analytics Market size is expected to be worth around USD 20.4 Billion by 2033 from USD 2.5 

Billion in 2023, growing at a CAGR of 23.5% during the forecast period from 2024 to 2033 

shown in figure below (market.us 2023). 
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Figure 1: Global healthcare fraud analytic market (source maket.us 2023) 

Healthcare fraud is a form of white-collar crime characterized by the fraudulent submission of 

healthcare claims for illicit financial gain, usually by organized crime groups and dishonest 

healthcare practitioners. Common tactics may include billing for costly services or procedures 

that were never covered by insurance plans; misrepresenting non-covered treatments; engaging 

in insurance scams and engaging in other illegal practices. Healthcare fraud analytics utilize 

fraud detection solutions and software designed to detect instances of healthcare fraud such as 

false claim submissions duplicated claims submissions; pharmacist prescription fraud and 

health insurance fraud etc. 

In today’s digital age, data has become an essential component of healthcare. Hospitals and 

healthcare institutions have begun gathering vast amounts of patient healthcare data as a result 

of rapid improvements in data sensing and acquisition technologies. Understanding and gaining 

knowledge from healthcare data needs the development of innovative analytical tools capable 

of transforming data into meaningful and actionable information. 

Machine learning (ML) has emerged as a powerful tool for detecting and preventing fraudulent 

activities in healthcare. ML algorithms can analyze large datasets, recognize patterns, and 

identify anomalies that may indicate fraudulent behaviour (Luo et al., 2022). Traditional rule-

based fraud detection methods often fail to adapt to evolving fraudulent tactics, whereas ML 

models continuously learn and improve their accuracy in detecting fraud. Techniques such as 

supervised learning, unsupervised learning, and deep learning have been widely used in fraud 

detection systems, improving efficiency and reducing false positives (Zhang et al., 2023). The 

scale of healthcare fraud is enormous, resulting in increased insurance premiums and out-of-

pocket expenses for patients and costing billions of dollars annually. Rule based systems and 

manual audits, for example, are limited in their capacity to deal with the vast amounts of data 

generated in healthcare. They struggle to keep up with the sophisticated and constantly 

evolving strategies used by fraudsters and are frequently reactive, only recognizing fraud after 

it has already occurred. A more proactive and scalable solution is provided by machine 

learning, which can analyze large datasets and identify intricate patterns (Nassar et al., 2021). 

This paper explores the application of machine learning techniques in healthcare fraud 

detection, highlighting various algorithms, challenges, and future directions. By leveraging AI-

driven solutions, the healthcare industry can enhance fraud detection mechanisms, ensuring 

financial security and improved patient care. The contribution of this paper includes: 

• Review of various healthcare fraud detection techniques. 
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• Providing ensemble learning based method for detection of healthcare fraud. 

2. Literature review 

Supervised learning models rely on labeled datasets where fraudulent and non-fraudulent 

claims are pre-identified. Studies have shown that decision trees and ensemble learning 

methods, such as random forests, effectively classify fraudulent and legitimate claims based on 

structured healthcare datasets (Zhang et al., 2023).SVMs have been used to detect fraud by 

identifying hyperplanes that separate fraudulent and non-fraudulent claims (Kumar &Sharma, 

2022).Deep learning models, including artificial neural networks (ANNs), have demonstrated 

high accuracy in fraud detection tasks, although they require large datasets for training (Li et 

al., 2021).The traditional Machine Learning (ML) classifiers, such as k-mean clustering, are 

the subject of an analytical research in the article(Mary et al., 2022). Support Vector Machine 

(SVM) and Naive Bayes (NB)are examined using a dataset for healthcare provider fraud 

detection. The performances of the studied machine learning classifiers are shown in terms of 

classification accuracy, recall, and precision utilizing the diagnosis attribute as control (or) 

decision variables and the provider attribute as the target class. In addition, a False Positive 

Rate (FPR) study is performed to evaluate the classifiers. Predictive analytics is used in this 

study to examine how well Machine Learning (ML) classifiers perform when applied to 

medical insurance claim data. This study's objectives were to identify the fraud committed by 

the supplier and assess how well the current ML classifiers are working. The goal of the author 

(Nabrawi et al., 2023) is to create a health model that can automatically identify fraud in Saudi 

Arabian health insurance claims. With maximum accuracy, the model identifies the main cause 

of fraud. To address the imbalanced dataset with labels, three supervised deep learning and 

machine learning algorithms were utilized. Artificial neural networks, logistic regression, and 

random forests were the models used. The dataset was balanced using the SMOTE method. To 

weed out unimportant features, Boruta object feature selection was used. Accuracy, precision, 

recall, specificity, F1 score, and area under the curve (AUC) were the validation measures.  

Unsupervised learning methods detect fraud without labeled datasets by identifying anomalies 

in claims. Clustering methods segment data into groups based on patterns, with outliers 

indicating potential fraud (Wu et al., 2022).Deep learning-based autoencoders are used to 

reconstruct normal claims and identify fraudulent cases as deviations from the learned patterns 

(Ahmed et al., 2023). 

Labeled and unlabeled data are combined during training in semi-supervised learning, a 

machine learning technique. Generally speaking, unlabeled data is widely available and less 

expensive to acquire than labeled data, which is scarce and expensive. Semi-supervised 

learning leverages the unlabeled data to improve learning performance, making it especially 

useful when labeled data is scarce but unlabeled data is readily available (Rebuffiet al. 2020). 

This approach sits between supervised learning (where all training data is labeled) and 

unsupervised learning (where no labeled data is available). Semi-supervised learning is widely 

used in various fields, including image classification, natural language processing, medical 

diagnosis, and fraud detection. Semi-supervised learning is a powerful approach for tasks 

where labeled data is scarce but unlabeled data is abundant. It combines the strengths of 

supervised and unsupervised learning, enabling models to generalize better and perform more 

accurately by utilizing both types of data. Semi-supervised learning is becoming more and 

more important as a cost-effective method of utilizing vast amounts of unlabeled data as data 

labeling costs rise in industries like healthcare, finance, and security. 

Hybrid models combine supervised and unsupervised learning to improve fraud detection 

accuracy. Combining multiple classifiers, such as decision trees and deep learning models, 

enhances fraud detection by reducing false positives (Singh & Gupta, 2022).Graph-Based 

Methods: Recent studies have explored the use of graph neural networks (GNNs) to analyze 

relationships between entities (doctors, patients, insurers) to detect suspicious claim patterns 
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(Chen et al., 2023).Ensemble Learning is a machine learning technique that combines the 

predictions of multiple models (also called “weak learners” or “base models”) to produce a 

more accurate and robust prediction than any individual model alone. The fundamental tenet 

of ensemble learning is that a collection of heterogeneous models can strengthen each other’s 

deficiencies and enhance performance when cleverly merged. Ensemble methods are widely 

used because they often result in better generalization to new data, reducing overfitting and 

improving predictive accuracy (Chaurasia et al. 2023). An artificial neural network type called 

an autoencoder is used for unsupervised learning; it is mostly utilized for feature extraction, 

data compression, and dimensionality reduction. Theywork by learning to compress input data 

into a lower-dimensional representation (encoding) and then reconstruct it back to its original 

form (decoding). An autoencoder’s goal is to learn an efficient, compressed representation of 

the input while retaining as much relevant information as possible (Theis et al. 2022). 

A major challenge In ML-based fraud detection is the lack of explainability. Black-box models, 

such as deep learning, do not provide clear reasoning for fraud classification, making regulatory 

compliance difficult (Rudin, 2022).Healthcare fraud datasets are highly imbalanced, with 

fraudulent claims representing a small percentage of total claims. Techniques such as Synthetic 

Minority Over-sampling Technique (SMOTE) and anomaly detection help mitigate this issue 

(Zhao et al., 2023).Handling sensitive healthcare data requires compliance with regulations like 

HIPAA. Privacy-preserving ML techniques, including federated learning, have been proposed 

to enhance security (Wang et al., 2023). 

3. Methodology 

The research work takes Medicare claim dataset from Kaggle. Dataset is labeled for fraud or 

non-fraud. Next step will be data pre-processing, which includes handling missing values, 

encoding values, duplicate removals and class balancing through smote also. Feature 

engineering has been performed after preprocessing of data for dropping and adding some 

features. New features that give information on whether the patient was deceased or not, 

duration of the hospital stay/claim, number of associated doctors/claims, number of chronic 

conditions the patient has, etc. were created. Also, some other features with high null values or 

ones from which other features were created were dropped.  Then the training set has been 

gone to train ML models. ML models include some state of art models as well as ensemble 

models also. After getting trained the model test set will be applied and result will be compared 

with all ML models in parameters like accuracy, precision, recall. 
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Figure 2: Proposed system 

Boosting is a machine learning ensemble technique that improves accuracy by combining weak 

classifiers into a stronger model. It works by training models sequentially, with each new model 

correcting the errors in the previous model. The basic idea here is to give more weight to the 

misclassified examples so that the next model pays more attention to them. The proposed 

method has implemented fraud detection using XGBoost, ADAboost & LightGBM methods.  

4. Result and Evaluation 

The system has been implemented with python and machine learning models. The research 

distributed train set and test set in the ration of 70 and 30%.The system has implemented 

random forest, ADABoost, XGBoost and LightGBM methods for fraud detection on the 

dataset. Class imbalance problem has been resolved by using SMOTE. XGBoost and 

LightGBM performs Better than other models. Accuracy of Them is 90 and 91% respectively. 
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Figure 3: Performance evaluation 

In all performance parameters like accuracy, precision, recall and F-score, LightGBM performs 

more better than XGBoost. Feature importance has also been performed on the dataset. Fraud 

detection in healthcare often involves large datasets (millions of claims). LightGBM’s 

histogram-based learning makes training significantly faster than traditional models like 

XGBoost or Random Forest. Fraud detection datasets are often highly imbalanced (with fewer 

fraudulent cases). LightGBM supports balanced objective functions and techniques like 

weighted loss functions to handle class imbalance effectively. 

5. Conclusion and Future work 

In this paper, we explored healthcare fraud detection using ensemble approaches-XGBoost and 

LightGBM. Our results demonstrate that this ensemble method effectively enhances fraud 

detection performance by leveraging the strengths of both models. XGBoost provides robust 

feature selection and handling of complex relationships, while LightGBM ensures faster 

training and efficient memory usage. Both methods have shown good accuracy approximate 

90 and 91%. The developed model improves predictive accuracy, recall, and F1-score, making 

it a promising approach for identifying fraudulent claims in healthcare datasets. Proposed 

solution has also resolved class imbalance problem by using SMOTE. 

Despite these improvements, challenges remain. The model's performance is influenced by the 

quality and quantity of training data, and imbalanced datasets may still lead to some fraudulent 

cases being misclassified. Further efforts in feature engineering and data augmentation could 

enhance detection rates. Methods can also be implemented for multiple datasets with different 

sources and size. 
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