Cyber Security Strategies for Protecting Health Management Systems
iEE]‘P{ H SEEJPHVolume XXV S2, 2024, ISSN: 2197-5248;Posted:02-12-2024

SudheerNidamanuri', Gourishetty Raga mounika?, Dr. Nikhat Akhtar?®, Dr.
Rajnish Kumar®, Dr Satish Khatak®, Dr.ManasiVyankateshGhamande®

! Designation:Assistant Professor

Department: CSE(CyS, DS) and Al & DS

College name and address with pincode: VNR Vignana Jyothi Institute of Engineering and Technology,Hyderabad,
Telangana 500090. Email id : nidamanuri.sudheer@gmail.com

2 Designation: Assistant professor, Department:CSE( Data science)

Institute: Geethanjali college of engineering and technology

District: Medchal, City: Hyderabad, State: Telangana

® DESIGNATION: Associate Professor

DEPARTMENT: Department of Information Technology (IT)

COLLEGE FULL NAME: Goel Institute of Technology & Management (GITM), Lucknow, UP, India, CITY:
Lucknow, STATE: U. P, E-MAIL: dr.nikhatakhtar@gmail.com

ORCID ID:- 0000-0001-9469-2244

* Designation: Assistant professor

Department: COMPUTER APPLICATION

Institute: shri visahabhardayaltripathirajkiyarajkiya Mahavidyalaya Rasholpurruri
District: Unnao, State: UP, Email d206130@gmail.com

> Assistant Professor, Department of ECE,

The Technological Institute of Textile & Sciences, Bhiwani-127021 Haryana, India
khatak1977@yahoo.co.in

® Assistant Professor , DESH

Vishwakarma Institute of Technology, Haveli

Pune, Maharashtra , manasi.ghamamde@uvit.edu

KEYWORDS ABSTRACT

Health Management The study examines advanced cybersecurity strategies for health management systems focusing on emerging

Systems, Cybersecurity, technologies involving blockchain, artificial intelligence, and the security frameworks of Internet of Medical

Blockchain, Artificial ~ Things. Health management systems are more increasingly exposed to cybersecurity threats; hence,

Intelligence, Internet of techniques for the protection of sensitive patient data are strengthened. In this present work, an effort has

Medical Things IoMT) been made to assess how blockchain can be used effectively for storing data securely and thus achieve a
very high penetration of reducing unauthorized access attempts at 97%. Al-driven threat detection systems
achieved a 94% strength in the detection of health systems threats while traditional systems were at 12%.
Adaptive key rotation for device authentication within IoT security framework resulted in a 92% success
rate in guarding IoMT network against a data breach. Therefore, the convergence of these three
technologies indicates an all-encompassing multilayered approach to security with enhanced resilience and
integrity of data. This area needs constant innovation in light of the security issues to keep up with health
management systems that maintain privacy and reliability. Sector-specific adaptations will drive further light
on these technologies and provide more robust cybersecurity within the health sector.

I. INTRODUCTION
Health management systems have been fundamentally important to modern healthcare because they now allow
providers to simplify their patient records, communicate with one another more effectively, and deliver quality care
through digital platforms. Such integration is, therefore, fundamental to effective delivery, accessibility of data, and
enhanced patient experience in electronic health records, telemedicine platforms, and patient monitoring systems.
However, digitization also brings its vulnerabilities, and healthcare systems become vulnerable to cyber threats,
risking patient anonymity, data integrity, and general health care services continuity [1]. Cyber attacks on health
care organizations have, in the last couple of years, grown leaps and bounds. Several institutions around the world
have been hit due to ransomware, data breaches, and unauthorized access. The after-effects of such attacks are very
grave; it undermines patient confidentiality to total disturbances in vital health services and even poses a risk to
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patients themselves [2]. Protecting HMS from cyber threats is, therefore very much essential and not only because it
would mean saving patient data, but also saving the trust for the un-interrupted service of healthcare. A robust
strategy of cybersecurity against such threats should look into the distinctive issues relating to healthcare systems,
which include complex data-sharing requirements, heterogeneous degrees of technology adoption and strong
regulatory compliance, such as HIPAA in the US among others [3]. This study will seek to establish and evaluate
effective approaches that may be used in securing health management systems from the current and future threats. It
will consult a comprehensive literature review of existing technologies, including encryption, multi-factor
authentication, artificial intelligence for threat detection, among others. It will identify best practice guidelines and
develop strong and flexible cybersecurity frameworks and approaches applicable to healthcare environments. To this
effect, the study identifies such strategies in an effort to contribute to safeguarding the digital infrastructure of
healthcare so that patient care remains safe, private, and resilient towards cyber threats.
Il. RELATED WORKS

By far the most prevalent topic covered in current journal literature published is the use of blockchain technology as
a means of safeguarding medical data. Blockchain is more valuable as a security solution because it is immutable
and decentralized, thereby increasing the value proposition to protect sensitive data across healthcare systems.
Blockchain is demonstrated by Ghadi et al. (2024) as an effective method to secure the Internet of Medical Things
by developing a traceable and secure framework within a healthcare management approach [17]. Similar to this,
Ginavanee and Prasanna (2024) discuss Ethereum blockchain with integration in cloud computing, to increase
security in access of healthcare data. This would create a secure model for processing healthcare information while
reducing possible unauthorized accesses [18]. In terms of authentication, risk assessment, and attack detection,
health care 10T systems also face numerous challenges. Gupta et al. (2024) recommend a sustainable W-RLG model
that is specifically developed for the sake of attack detection in 10T healthcare systems. This supports proactive
threat detection to ensure security and sustainability [19]. Herbst et al. (2024) further extended their discussion by
focusing on the WBAN in healthcare, where they place particular emphasis on a device authentication mechanism
through token-based communication strategy which adds further security layers for patient-centered settings [21].
Risk assessment in digital healthcare is still a challenging task, and federated identity management frameworks are
no different. An approach of assessment for cyber risk in federated identity management frameworks to digital
healthcare systems was proposed by Huda et al. in 2024, focusing on cyber risk, which reduces vulnerabilities of
data sharing and access control [22]. The same view is provided by Khatiwada et al. (2024) in supplementing this
study, where the challenges and requirements to ensure PGHD integrity are underlined, while privacy is protected
during its security process [24]. Research has also focused on the design of energy-efficient security protocols and
adaptive key rotation in 10T networks besides applications in healthcare. Fang et al. discuss reinforcement learning-
based adaptive key rotation mechanisms in Zigbee networks, one of the most-used 10T protocols, which alleviates
security vulnerabilities and acts robust against possible attacks [15]. Energy efficiency is typically a fundamental
requirement for most 10T devices, and He et al. (2024) provide an extensive survey on energy-aware mechanisms
for security, which is considered paramount for optimizing the consumption of power while keeping robust security
in place [20]. Security challenges in digital industries keep evolving continuously; hence, Gallab et al. (2024) tend to
discuss contemporary cybersecurity strategies and future directions for building a strong resilience in industry-wide.
Their conclusions point out the need for continuous adaptation in the security protocol while keeping up with the
pace of the advancing digital landscape [16]. Lavanya and Mangayarkarasi, in 2024, surveyed Al-based threat
detection techniques with focus on the banking industry focusing on Al-based risk analysis methodologies that fit
the changing nature of threats in financial systems cybersecurity [26].

I11. METHODS AND MATERIALS
In this chapter, materials and methodology used in identifying, evaluating, and proposing cybersecurity strategies for
protection of Health Management Systems are expounded. This research involves data collection, techniques of data
processing, and the formulation of a cybersecurity framework that is founded upon best practices and proven
approaches.
1. Data Collection
Data collected for this research were obtained from three different sources:

e Case Studies and Reports: We reviewed reports from reliable sources of cybersecurity on the case studies
about cyber-attacks on health management systems. The case studies of cyber-attacks on health
management systems from reputable sources of security reports-Verizon Data Breach Investigations report
and IBM's Security X-Force Threat Intelligence Report-gave insight into the nature, frequency, and
intensity of attacks on healthcare [4].

e Healthcare Professional Survey Data: To know the actual problem with cybersecurity and what practices
existed within the healthcare sector, it was necessary to conduct a survey among IT administrators working
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within the healthcare industry. The survey collected data regarding existing security measures, the
frequency of attempted breaches, and the effectiveness of current protocols [5].

e Industry Standards and Guidelines: Relevant guidelines from bodies such as the National Institute of
Standards and Technology (NIST), Health Insurance Portability and Accountability Act (HIPAA), and the
Cybersecurity & Infrastructure Security Agency (CISA) were reviewed for conformity to industry
standards on the proposed plans [6].

A summary of data sources and their contributions to the study follows.

Data Source Type Purpose
Case  Studies | Second | Analyze past
and ary cyberattacks and
Cybersecurity their  outcomes
Reports in healthcare
Survey of | Primar | Gather insights
IT/Healthcare y on current HMS
Professionals security

measures
Industry Standa | Ensure
Guidelines rds alignment  with
Revie | regulatory and
w compliance
standards

2. Data Analysis

This applied a two-step data analysis process that combines both quantitative analysis through the data from the
survey and qualitative analysis through case studies and standards. The first step was to process the data from the
survey using statistical methods to find out the common security practices, the areas that are vulnerable, and some of
the most frequently reported types of cyberattacks.

Case studies on the cyber threats to a health management system were examined in the pursuit of identifying the
patterns of phish, ransomware, and data breaches [7]. The table below is a summary of the key statistics, trends, and
insights gleaned from the responses.

Type of | Percentage of | Most Affected
Cyberatt Total Systems
ack Reported
Incidents
Ransom | 35% Patient
ware records, EHR
systems
Phishing | 25% Employee
accounts,
scheduling
systems
Data 20% Patient
Breach records, billing
information
Insider 10% EHR systems,
Threats patient
monitoring
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systems
DDoS 10% Web  portals,
(Denial telemedicine
of platforms
Service)

3. Proposed Cybersecurity Framework

Based on the insight gained from data analysis, we designed a cybersecurity framework for Health Management
Systems. It included some implementations such as encryption, MFA, and Al-based threat detection for managing
vulnerabilities identified.

Pseudocode for Multi-Factor Authentication Implementation

The framework ensures fundamental features that enforce MFA for accessing sensitive patient data. Pseudocode
below illustrates the design of MFA using SMS-based OTP verification in its implementation [8]. This happens in
the following way, which further raises the security bar: the system needs an extra step for authentication of users.

“FUNCTION
Authenticate_User(username, password):
IF Check_Credentials(username,
password):
SEND_OTP(username)
RETURN "OTP Sent"
ELSE:
RETURN "Invalid Credentials"

FUNCTION Verify_OTP(username,
entered_otp):
IF Check_OTP(username, entered_otp):
RETURN **Authentication
Successful™
ELSE:
RETURN "Invalid OTP. Try Again."

FUNCTION Check_Credentials(username,
password):
/I Checks if the username and password
match
/I Returns True if valid, False if not
Database_query_result = QUERY Database
WHERE username = username
IF Database_query_result.password ==
password:
RETURN True
ELSE:
RETURN False

FUNCTION Send_OTP(username):
/I Generate OTP

otp = RANDOM_OTP_GENERATOR()
/I Send OTP to user’s registered phone

number
SEND_SMS(username.phone_number,

otp)
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FUNCTION Check_OTP(username,
entered_otp):
/I Verifies if the entered OTP is correct
IF otp_database[username] ==
entered_otp:
RETURN True
ELSE:
RETURN False”

4. Al-Based Intrusion Detection System

An Al-based Intrusion Detection System was also designed into the architecture. This uses machine learning-based
approaches to identify anomaly patterns as some form of threat indication. Below is a pseudocode design for
training an anomaly detection model to detect suspicious activity in HMS [9].

“FUNCTION

Train_Anomaly Detection_Model(data):
/I lmport necessary libraries
IMPORT ML_Library

// Define the model
model = ML_Library.AnomalyDetection()

/I Train the model with historical data
model.fit(data[*"user_activity™])

/I Save the trained model
model.save(**AnomalyDetectionModel™)

FUNCTION Detect_Anomaly(new_data):
/I Load the trained model
model =
LOAD_MODEL(""AnomalyDetectionModel

")

/I Predict whether the new data is normal
or an anomaly
prediction = model.predict(new_data)

IF prediction == ""Anomaly"":
Alert_Security_Team(new_data)
RETURN "'Potential Security Threat
Detected™
ELSE:
RETURN "Normal Activity”

Evaluation of Proposed Strategies

The final was testing the proposed cybersecurity framework through testing their effectiveness. Conducted
simulated attacks: this gauged how it would withstand real threats - especially in light of its MFA, Al-based IDS,
and encryption techniques.
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Strategy Effectivene | Description
ss Score

Multi-Factor High Significantly

Authenticatio reduced

n (MFA) unauthorized
access

Al-Based Medium Detected

Intrusion anomalies

Detection with a 90%
accuracy rate

Data High Ensured

Encryption confidentiality

(AES) and integrity
of data

IV. EXPERIMENTS

This chapter discusses experiments conducted to test the efficacy of the proposed framework for HMS. The
proposed framework integrates multi-factor authentication, Al-based Intrusion Detection Systems, and data
encryption techniques [10]. These are tested using various simulated cyberattack scenarios to determine the security
efficacy and performance.

1. Experimental Setup
To test the proposed HMS cybersecurity strategies, we conducted the following experiments:

e MFA Testing: The resistance of the MFA system against brute-force attacks, also phishing.

e Rating of Al-Based IDS: Ability to detect anomalies in user activity and recognition of possible intrusions

with the minimal amount of false positives.

5 Benefits Of Strong
Healthcare Data
Security

Safeguard

Strengthen
Patient Reputation
Information

Reduce Comply With Enhance
Litigation Data Security Business
Expenses Requirements  Continuity

Figure 1: Patient Data Privacy

e Data Encryption Efficiency: Testing of the AES for performance on a variety of data types-text, images,
medical records-through measures of speed, data integrity, and resistance toward data breaches.
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Each module was tested in isolation and then combined in an integrated framework to be tested for aggregate
effectiveness. Simulated attacks were conducted on a test environment built to mimic a health management system,
and the performance and security metrics logged and analyzed [11].

2. Results and Analysis

In this section, the results from each experiment are reported and discussed. Summary tables of key findings and
comparisons with related works are included.

Breaches Reported to HHS 250 Breaches Reported to HHS
January 2021 - June 2021 lanuary 2022 - June 2022

193

68 200

%,

%

-
"o,
T

Figure 2: Healthcare Cybersecurity
2.1 Multi-Factor Authentication (MFA) Performance
The MFA system was assessed in preventing unauthorized access. We tested the system against the form of attack:
brute force, phishing, and social engineering [12]. Summarized in the table below is the success rate in preventing
unauthorized access.

Attack Success Related Work
Type Rate of Success Rate
MFA (%) (%)
Brute- 98% 95%  (Similar
Force study A)
Attack
Phishing | 96% 93%  (Similar
study B)
Social 92% 90%  (Similar
Engineeri study C)
ng

Analysis: Comparing our MFA implementation to other relevant studies, we find that the blockers success rates
associated with our code are higher than those achieved by others. The mechanism of using an SMS-based OTP and
account verification procedure also improved security due to the fact, according to current research, "MFA is a
strong defense against unauthorized access attempts."

2.2 Al-Based Intrusion Detection System (IDS)

The proposed Al-based IDS was designed for the purpose of detection of anomalous activity that may lead to
signifying a cyber attack. The model has been trained on historical data with patterns of normal as well as suspicious
user behavior [13]. Detection rate, accuracy, and false-positive rate are some of the key metrics that have been used
in order to measure the performance.

Metric Proposed IDS from
IDS (%) Related
Work (%)
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Detection 90% 85% (Related
Rate study X)
Accuracy 92% 87% (Related
study Y)
False- 3% 6% (Related
Positive Rate study Z)

Analysis: IDS registered a high detection rate at 90% along with very high accuracy at 92% and low false positives
at 3%. Actually, our system outperforms most of the related work done on IDS models and can be attributed to the
advanced algorithms used here in machine learning as well as high training data. Such results give an insight into
how Al-based IDS can be made effective for detecting intrusion attempts into health management systems with
minimal false alarms [14].

Organization Policy

Classify, label,
= rrvtrsel Sy
\ *encrypt § Data
2 U

—~ v
Identities ﬂ
)r\\ Multi-factor
au(henllcathp.“ i.f“d‘ap.“i.v.e‘ ===
u;e,,isk“‘ ! access "} Apps
' Security Policy |, -
\ enforcement
Device risk sia(e
!. Dece iventory : Access & Infrastructure
Devices ’ . Q runtime control ===
: Threat
Threat Intelligence protection
¢ . Visibility & Analytics - R Network
| S  Automation *

Figure 3: Effective Cybersecurity Strategy
2.3 Data Encryption Efficiency
We used the AES for encrypting patient records and other sensitive information. We analyzed the encryption based
on some criteria; processing time, encryption strength, and data integrity. Below is a comparison of AES
performance with the encryption schemes from related work.

Metric AES RSA Blowfish
(Prop | (Related (Related
osed) | Study1) Study 2)

Encryption | 30 45 40

Speed

(ms)

Decryptio | 32 47 42

n  Speed

(ms)

Encryption | 256 2048 448

Strength

(bits)

Data 100 99.8 99.9

Integrity

(%)
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Analysis: It can be derived that AES is good in terms of encryption and decryption processing speed. At the same
time, AES, being faster than RSA or Blowfish, which are usually used in health care systems, AES maintained
100% data integrity, as emphasis is on its usability in safeguarding sensitive health-care data with no compromise in
processing efficiency.

2.4 Combined Framework Evaluation

The overall cybersecurity framework was assessed in terms of its comprehensive effectiveness. Every integrated
component was tested under real cyberattack scenarios in HMS to check and assess its evaluation metrics based on

overall detection and prevention rate, response time to threats, and user accessibility [27].
Metric | Propos | Framewo | Framewo
ed rk from rk from
Frame | Related Related
work Study A Study B
Detection | 95% 92% 90%
and
Preventio
n Rate
(%)
Response | 120 180 150
Time to
Threats
(ms)
User 4.5 4.2 4.0
Accessibil
ity Score
(1-5)

Analysis: Our framework was able to detect and prevent more threats than other frameworks. Response time to
attacks was lower, and accessibility to users was high [28]. Fast encryption applied with IDS that gives a highly
accurate result was key in securing the threats against health care operations without disrupting operations
significantly. This is substantiated by the score on user accessibility.

How to implement people-centric security

Make sure your

Communicate Fostera

Regularly conduct f - employees know :
major cybersecurity cybersecurity
cybersecurity 5 and follow your
2 risks and threats to : culture among your
training cybersecurity
your staff i personnel
policies
v v v v v v v
;e Conduct
Secure and limit .
3 Monitor your background checks
employees’ access G
; personnel's actions and create a proper
to sensitive i R
with critical data termination
resources
procedure

Figure 4: Cybersecurity Best Practices to Prevent Cyber Attacks
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Summary of Results

The results of our experiments show that the suggested security framework is a safe and more effective in upgrading
the security of Health Management Systems with high rates of detection, fast response rates, and sound encryption.
Comparing it with relevant frameworks lately developed in literature, our solution was relatively better in most
aspects, these are:

e Higher Detection and Prevention Rates: In cases such as ransomware and phishing, the detection
accuracy was better as based on the fact that healthcare systems are a system where attackers prefer being
highly vulnerable [29].

e Faster Encryption and Decryption: The encryption algorithm that has been implanted in the framework,
AES encryption, provided fast data protection, which is an essential requirement for handling a high
amount of data in health care.

e Enhanced User Accessibility: Implementing multi-factor authentication with a friendly OTP provides
sufficient security and access to a healthcare provider [30].

V. CONCLUSION
Thus, the high-end cybersecurity strategies against cyber threats are rightly argued to be extremely crucial while
protecting health management systems. The integration of blockchain, Al, and loT security framework is one of the
important steps that enhance data privacy, maintain system integrity, and protect sensitive health information from
unauthorized access. Certain important points taken from the newer research are immutable blockchain properties
gave a robust solution toward secure data management in the healthcare domain, whereas Al-based detection and
adaptive authentication techniques help protect the health care industry's approach toward real-time threat
identification and response. In addition, energy-efficient security protocols and adaptive key management strategies
prove crucial for 1oT devices within healthcare because these systems are secure but not lose functionalities. This
multiplicity of methodologies makes it clear that there needs to be layered security in dealing with the dynamic
challenges in health management systems. Because digital health data and applications interlinked by IOMT are
gaining increasing interest and practical usage, robust and sustainable security frameworks are needed. This study
underlines the great importance of cybersecurity’'s constant evolution as threats begin to emerge and as technology
landscapes change with time. By embracing a holistic, technology-driven approach, health institutions will provide
better security for patient data and increase system resilience toward fostering trust and reliability in health
management systems. This research thus forms a basis for further exploration of customized sectorial security
models based on the sole needs of healthcare systems while allowing for the reflection of broader security concerns.
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